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Abstract. This book chapter introduces the principles of designing cryptocur-
rencies and outlines the key characteristics expected from future currencies. The
chapter provides an overview of the foundational components of cryptocurrency
networks and emphasizes scalability, security, and sustainability as pivotal char-
acteristics for the next-generation currencies. It begins by introducing the funda-
mental elements involved in designing cryptocurrency networks, which include
hash functions, data structure, and digital signatures. It further explains the pri-
mary processes necessary for achieving decentralization, and the procedure of
mining and verifying transactions. Additionally, the chapter describes the envi-
ronmental sustainability aspects of crypto networks, with a specific focus on
three key areas: (1) energy consumption, (2) electronic waste generation, and (3)
opportunities for sustainable practices through decentralized transactions. Fi-
nally, the chapter highlights the potential for sustainable practices and the social
benefits that can be derived from future cryptocurrency technology.
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1 Introduction

The number of cryptocurrencies worldwide has surpassed 10,000 as of 2022 [1]. With
the proliferation of cryptocurrencies and the growing significance of decentralized net-
works, it becomes crucial to comprehend the theoretical mechanisms underlying them
and integrate sustainability principles into their design. Future crypto networks are an-
ticipated to possess three key attributes: scalability, security, and sustainability. Cur-
rently, the open-source development community and practitioners have been at the fore-
front of cryptocurrency advancements, prioritizing the reduction of costs associated
with electronic transaction systems [2]. Nevertheless, the design of robust
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cryptocurrencies necessitates collaborative efforts involving diverse disciplines such as
computer scientists, system designers, finance experts, environmental engineers, econ-
omists, and social scientists. By bringing together expertise from multiple fields, the
development of capable cryptocurrencies can be realized and more innovative and sus-
tainable solutions in the digital currency landscape can be achieved.

The contribution of disciplines beyond computer science to digital currencies has
been hindered by a general lack of understanding regarding the technical aspects of
cryptocurrency design and engineering. This chapter aims to bridge this knowledge gap
by providing an overview of the fundamental components of cryptocurrency networks,
intended to familiarize newcomers with distributed networks, as well as sustainability
and scalability concerns.

Figure 1 visually represents the technical elements covered in this chapter, although
it is important to note that the discussion here is not exhaustive. Rather, it focuses on a
representative selection of studies and adopts a thematic review approach to previous
literature, providing a comprehensive yet concise overview.
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Fig. 1. The scope of the topics included in this study.

To identify and discuss the available resources, a qualitative approach inspired by Tem-
plier and Pare [3] has been employed. This approach involves six main steps: formu-
lating objectives, collecting relevant studies, screening the results, assessing their qual-
ity and relevance, extracting pertinent information, and finally summarizing and docu-
menting the findings. Engineering Village, ScienceDirect, Scopus, and Web of Science
were the primary databases used to search for the studies.

By addressing the technical aspects of cryptocurrency design and engineering and
offering insights into sustainability and scalability concerns, this chapter seeks to facil-
itate interdisciplinary contributions to the field and foster a broader understanding of
digital currencies beyond computer science.

The remainder of this chapter is organized as follows. Section 2 introduced the tech-
nology behind cryptocurrencies. Section 3 describes the essential elements needed for



building cryptocurrency networks. Section 4 provides a comprehensive understanding
of the process of mining and how to achieve decentralization in such distributed net-
works. Section 5 explores scalability, invulnerability, and sustainability as the three key
characteristics expected from future currencies. Further, it examines the current limita-
tions in estimating the environmental impacts of crypto networks and highlights oppor-
tunities for future sustainable practices and the social benefits they can bring.

2 The technology behind digital money

Cryptocurrencies are the newest forms of digital currencies designed to sustain trust
through technology. The technology behind cryptocurrencies is known as distributed
ledger technology or Blockchain. Blockchain has emerged to enable safe and secure
data sharing among entities that otherwise would not trust each other. The tighter inte-
gration among mutually untrusted entities creates transformative opportunities for var-
ious applications ranging from financial services to supply chains and healthcare.

Blockchain in its abstraction form is a shared, totally ordered, tamper-resistant log
of transactions. The log is created via a set of rules written in computer code that is
distributed across multiple computers (called computing nodes) and executed by them.
Each node holds a copy of the entire ledger. Thus the Blockchain infrastructure includes
three main elements: (1) a set of rules or computer codes (known as protocol) that gov-
ern the way participants transact, (2) a decentralized network of users and computer
nodes, and (3) a shared, tamper-resistant, totally ordered ledger that stores the transac-
tion history. The tamper-resistant, distributed nature of Blockchain helps make it suit-
able as a replacement for traditional, centralized financial systems where an entity such
as a bank serves as a trusted third party for verifying and recording transactions. In
future sections, we describe the elements needed to build such a decentralized distrib-
uted ledger.

3 Essential components of digital currencies

This section provides an overview of the key components needed for a decentralized
network capable of securely handling financial transactions. The three main elements
include the hash function, data structure, and digital signatures (Figure 2). For clarity,
we will describe the concepts using the Bitcoin network as an example and the discus-
sions provided by Narayanan et al. [4].
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Fig. 2. The essential elements for building digital currencies



3.1  Hash functions

The data stored in Blockchain networks are encrypted using hash functions. The hash
functions are necessary for ensuring that no one tampers with the data. Hash functions
transform input data of varying sizes (like a text message) into a fixed size (such as 256
bits) called a hash value. Encryption converts data into a protected format from which
it is nearly impossible to read the original data unless the recipient has the appropriate
key.

Cryptocurrency hash functions should have the properties of collision resistance,
hiding, and puzzle friendliness. Table 1 summarizes these properties, using for illustra-
tive purposes a hash function H with input X and output H(X). The hash function H is
"collision-free" if different values X and Y always give different hash results. This
means each H(X) only corresponds to one X. Also, H is "hidden," which means figuring
out the input from the output is extremely hard. Moreover, H is “puzzle-friendly” which
makes it tough for anyone to pick an input that produces a specific output. In essence,
there is no strategy much better than random guessing to solve this [4].

Hash functions are commonly used in cryptography algorithms to verify the authen-
ticity and integrity of data and quickly retrieve and access the data. Hash functions are
used in digital signatures and message authentication codes (MACs) to confirm the au-
thenticity of messages. Different types of hash functions exist. For example, Bitcoin
uses a hash function named SHA-256.

Table 1. Properties of hash functions used in crypto design (summarized from [4])

Property Description
1  Collision It is not possible to locate two different values, X and Y, for which x #
resistance v, but still have H(x) = H(y)
2 Hiding If y = H(x) represents the output of H, there exists no reasonably fea-
sible method to determine the input x.
3 Puzzle For any given output value y, if k is selected from a distribution with
friendliness  substantial min-entropy, the task of finding an x within a reasonable
timeframe such that H(k||x) = y becomes infeasible.

3.2 Data Structure

In addition to a hash function, we need a data structure that can help identify where the
data is located and stored. To design a crypto network, data structures that use pointers
such as linked lists or binary search trees can be used. A linked list is a collection of
data elements where each contains a piece of information that links it to the next ele-
ment of the list. A binary search tree is a tree of connected nodes where, for each node,
all nodes to its left contain lesser keys and all nodes to its right contain greater keys. In
addition to linked lists, to find a way to retrieve the data, we need to hash the value of
the data. Therefore, we need a hash pointer. Hash pointers can be used to create differ-
ent types of data structures. Similar to regular pointers, they help us retrieve the data,
and beyond that, they can be used to verify if the information is altered or not.



Therefore, hash pointers are necessary parts of the data structure used for building cryp-
tos [4].

There are different types of data structures ranging from arrays and hash tables to
graphs, trees, and linked lists (Figure 3).

Blockchain is a linked list, a data structure in which a series of blocks are linked
together using hash pointers. Each block has data and a pointer to the previous block.
This pointer is a hash pointer, so each block contains where the value of the last block
as well as the hash of that value, so it helps to verify that the value of the previous block
is not changed. Hash pointers give us where the information is stored and verify that
the data is not changed. The hash of the previous block is stored in each block header.
That is why Blockchain is known as a tamper-evident log; if any data is going to be
altered in previous blocks since we stored the last block's hash, we detect the changes
[4]. Remember that the hash functions are collision resistance, so if an adversary tries
to alter the data in some block j, the hash in block j+1 (the hash of the entire block j)
does not match up.
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Fig. 3. Blockchain is a combination of a linked list where each block is linked to the previous
block and the information within each block can be retrieved using a Merkle tree structure

3.3  Digital signatures

Besides hash functions and hash pointers, digital signatures are other building blocks
of cryptocurrency. Digital signatures should have the same functionalities as handwrit-
ten signatures, where only you can create your signature. Still, anyone who sees it can
verify it, and also, your signature is attached to a specific document and cannot be re-
attached or reused in other documents. Thus, a digital signature scheme requires three
main algorithms, as listed in Table 2. The three algorithms include (1) getting a key
size and generating a private key, and a public key, (2) getting a message and a private
key and generating a signature, and (3) taking a public key, a message, and a signature
as input, and producing a Boolean outcome — either true or false — to indicate the valid-
ity of the signature. [4].

Several practical modifications can be made to the digital signature scheme. For ex-
ample, instead of signing the message itself, we can sign the hash of the message to
address the concerns around message size. Moreover, we can sign the hash pointers
rather than the hash of the message. This way, the whole data structure or the entire



Blockchain is signed. Bitcoin utilizes a digital signature scheme known as the Elliptic
Curve Digital Signature Algorithm (ECDSA), which is a standard by the US govern-
ment and employs elliptic curves.

Table 2. The algorithms needed in a digital signature scheme (summarized from [4])

Function output function Algorithm
type
(sk,pk) := generateKeys Receives a specified keysize and randomized
(keysize) produces a private key (sk) and a
corresponding public key (pk)
sig := sign (sk,message) Receives a message and a secret randomized
key, then generates a signature.
inValid := verify (pk, Takes a public key (pk), a mes- Always
message, sig) sage, and a signature as input, and deterministic
produces a Boolean value of true or
false.

The data is encrypted using the public key cryptography method or asymmetric encryp-
tion. Two different keys, public and private keys, are needed to encrypt/lock and de-
crypt/unlock the data. The public key is an identity. The user uses a public key to au-
thenticate their identity electronically or to sign or encrypt data. In Bitcoin, identities
are called “addresses”. An “address” is just a hash of a public key. The public keys are
just addresses that everyone can see, and other people use them to send crypto assets to
each other. See [5] for more details on the asymmetric encryption method. Figure 4
shows the general analogy for describing digital signatures and the use of public and
private keys.

Suppose that Alice wants to send you a message. She puts the message in a box and
encrypts it using her private key. She or anyone with her private key is the only one
who can lock the box. She then gives copies of her public key to anyone. Anyone who
has Alice’s public key can unlock the box and decrypt the message. They can deliver
the message to you using your public key. They put the message in your mailbox and
lock the box using your public key. Then, you use your private key to unlock the box.
To put it simply, if a message is locked with a private key (like Alice's), anyone with
her public key can unlock it. But if a message is locked with a public key (like yours),
only you can unlock it with your private key.
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Fig. 4. A simplified overview of how public and private keys work

Now that hash functions and digital signatures are described, we put the information
together and see how cryptocurrencies work.

Two properties of cryptocurrencies are that they do not rely on a central authority
and they cannot be spent multiple times by the same user. Avoiding the need for a
central authority improves the acceptance of the crypto by people suspicious of such
authorities and can save costs. Limiting the use of a unit of the crypto to once when in
the possession of a user avoids the double-spending problem, i.e., the situation where a
person uses the same unit of crypto in more than one transaction, resulting in at least
some of the people on the other side of the transactions being cheated. Since Blockchain
uses hash pointers and users sign the history of transactions or the entire Blockchain,
users can monitor the history of transactions and identify any sign of double-spending
of an already-spent coin.

A network consists of two types of nodes: full nodes and Simplified Payment Veri-
fication (SPV) nodes. Full nodes verify transactions and create coins by checking the
entire history of blocks. SPVs are light nodes that verify transactions without down-
loading the whole Blockchain by using Merkle tree properties, i.e., ensuring that every
leaf on the tree is labeled. Figure 5 summarizes the basic characteristics of these nodes.

The Merkle trees (binary hash trees) are helpful structures that can be implemented
using hash pointers. They are an efficient way of encrypting and storing data needed
for verification purposes. The Merkle trees help users prove the integrity and validity
of the data. They significantly reduce the amount of memory required as it substantially
reduces the amount of data that should be maintained for verification purposes. Users
can verify individual parts of a block using the Merkle tree.
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4 Designing a cryptocurrency

A simple cryptocurrency has at least two types of transactions: creating coins and pay-
ing coins transaction, which consumes the previously created coins and creates new
coins of the same value. Given the use of data structure in recording transactions, the
chance of double spending is limited since all transactions are quickly recorded and can
be tracked. To eliminate the need for a central authority, digital currencies are often
decentralized. To achieve decentralization, we need to determine how all network users
can agree upon which transactions have occurred, which transactions are valid, and
create coins in a decentralized manner.

41 How to achieve decentralization?

In Bitcoin, decentralization is achieved through distributed consensus. Every 10
minutes, each node of the network broadcasts its outstanding transactions and suggests
they be included in the next block. A valid block is indicated as the new block if the
consensus is achieved among all nodes. This way, if malicious nodes suggest some
invalid transactions, they will not be included in the block. Suppose there are some
valid transactions by honest nodes that are not included in the block. In that case, they
can wait to be included in future blocks once more nodes in the network have those
transactions in the list of their outstanding transaction waiting for verification. Nodes
of the network should have a consensus on which transactions were broadcasted to the
network and the order in which the transactions happened.

In Bitcoin, there is no notion of global time, so the ordering of the transactions cannot
be tracked using timestamps. Therefore, nodes need to have a consensus on the order



in which transactions have occurred. The consensus is not easy to make since some
nodes might crash or act as malicious nodes, and further, the Bitcoin network is not
fully connected since not every pair of nodes is connected to others. These points limit
the type of consensus algorithms from the ‘distributed consensus’ literature employed
in such networks.

Various algorithms have been proposed in distributed consensus, such as Byzantine
General Problem, Fischer-Lynch-Paterson, and Paxos protocols. These algorithms dis-
cuss situations in which consensus is impossible. For example, in Byzantine General
Problem, the consensus is impossible among loyal generals if one-third or more of the
total number of generals are traitors. Most of these algorithms have analyzed distributed
databases that are different from distributed networks such as Bitcoin.

In practice, Bitcoin performs better than in theory. Bitcoin is different from tradi-
tional distributed consensus protocols suggested in the literature in two ways: first,
Bitcoin introduces incentives. This way, it provides natural mechanisms for nodes to
act honestly. Second, Bitcoin’s consensus protocol counts on randomization [4].

In Bitcoin, the consensus algorithm works without knowing the node identities.
While Bitcoin does not provide complete anonymity since it can link transactions that
one node makes, it offers pseudonymity where the nodes do not reveal their actual iden-
tity. Due to Bitcoin's pseudonymity, Bitcoin uses a mechanism called implicit consen-
sus to achieve security. In each round, a random node is selected. The selected node
broadcasts the next block, which consists of the node's new outstanding transactions.
Other nodes in the network either accept (unspent transactions, valid signature) or reject
the block. Nodes show their acceptance of a block by including its hash in the next
block they create. A transaction will be included in a block once it receives numerous
confirmations. While there is no magic number for the number of confirmations for a
transaction, six is common.

Bitcoins offer two mechanisms to incentivize users to behave honestly: (2) block
reward and (2) transaction fees. In 2015, the value of a block reward was 50 Bitcoins,
and it keeps halving every 210,000 blocks or approximately every four years. It is a
geometric series, meaning that there will be 21 million Bitcoins to create.

The block reward is the only mechanism for generating coins. The way it works is
that the node that creates a valid block gets to create a particular transaction in that
block called coin-creation transaction, through which the node can send the created
coin to his address as the recipient. The block reward becomes zero in 2140. However,
Bitcoin still will have another incentivization mechanism: paying transaction fees. The
user who creates a transaction can assign a portion of the total value of transactions to
whoever creates the block and first puts that transaction into the block. Currently, trans-
action fees are low. But as the block reward decreases over time, users will need to pay
miners more in fees to get their transactions processed quickly.

4.2 The process of mining and verifying transactions

In previous discussions, we assume that a node is randomly selected to suggest the next
valid block. However, the reality is that in the Bitcoin network, all network nodes will
compete independently to propose the next block. The process is called proof-of-work
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in which each node of the network will keep trying to find a number called nonce where
the hash of that number, together with the hash of the previous hash and the current list
of transactions, will be lower than a target value. This process is called solving a hash
puzzle. Nodes are competing independently to find the nonce. The node that finds the
nonce that satisfies this requirement will be the lucky node to propose the next block.
Computationally speaking, nodes that have higher computation power are more likely
to find the nonce that satisfies the following equation:

H(nonce, previous hash, list of current transactions) < target value

The processing for finding the nonce that satisfies the equation mentioned above is
known as Bitcoin mining. For system security, finding this hash value should not be
very easy. To adjust the difficulty level in finding the hash function, all network nodes
recalculate the target value approximately every two weeks or 2016 blocks, meaning
that the target level will be redefined. The average time between finding two consequent
blocks is 10 minutes. The 10 minutes is an average, and in fact, the time between find-
ing blocks follows an exponential distribution with an average of 10 minutes. The 10
minutes is not a magical number and can be set to any number (e.g., 6, 5). This time
value should not be too small to help maintain system safety. There are disagreements
on the best value of the Bitcoin latency, but most people agree that it should be a fixed
number [4].

Knowing the average time between finding blocks helps a miner calculate how long
it takes to find the next block. To find it, we just need to divide 10 minutes over the
“fraction of hash power of the total network hash power” controlled by the specific
miner. For example, if a miner owns 0.2 percent of the hash power in the network, he
will find a block approximately every 5000 minutes. The block size and the block fre-
quency are the parameters of protocols.

Speaking of the cost of mining, the economy of mining is a complex game theory
model for several reasons. The rate of finding blocks by a miner not only depends on
the miner hash power but also on the global hash power available in the network. Also,
the miner reward, both block reward and transaction fee, is in Bitcoin, not fiat curren-
cies, so the exchange rate at any given point of time influences the economy of Bitcoin
mining for a specific miner.

The Bitcoin network needs to have consensus on three things: (1) the value of Bitcoin
and the exchange rate of the currency, (2) the status of the system and the number of
coins each user owns, and (3) the rules of the systems (e.g., soft forks and hard forks).

Figure 6 summarizes the process of finding blocks in the Bitcoin network.
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Fig. 6. The process of creating blocks in the Bitcoin network

4.3  Different consensus protocols

Since the start of cryptocurrencies, various consensus protocols have been developed
to determine the miner who proposes the next block. The consensus protocols can be
categorized into computational-based, capability-based, and voting-based protocols.

Table 3 provides a summary of available protocols.

Table 3. Example of current consensus protocols (summarized from [6])

Type of

Protocol
Computa-
tional-Based
Consensus Pro-
tocols
Capability-
Based Consen-
sus Protocols

Voting-
Based Consen-
sus Protocols

Description

A miner is selected based
on the amount of computa-
tional effort she has spent.

A miner is selected based
on other capability-related fac-
tors such as the miner's crypto-
currency holdings, the level of
trust the system places in them,
their contributions to the com-
munity, or the amount of stor-
age they possess.

A miner is chosen by using
a voting system.

examples

Pure Proof of Work (PoW), Prime
Number Proof of Work (Prime Number
PoW), Delayed Proof of Work (DPoW)

Proof of Stake (PoS), Delegated
Proof of Stake (DPoS), Proof of Stake
Velocity (PoSV), Proof of Burn (PoB),
Proof of Space (PoSpace), Proof of His-
tory (PoH), Proof of Importance (Pol),
Proof of Believability (PoBelievability),
Proof of Authority (PoAuthority), Proof
of Elapsed Time (PoET), Proof of Activ-
ity (PoA)

Practical Byzantine Fault Tolerance
(PBFT), Delegated Byzantine Fault Tol-
erance (DBFT), Federated Byzantine
Agreement (FBA), Combined Delegated
Proof of Stake and Byzantine Fault Tol-
erance (DPoS+BFT), Raft, Federated
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A miner is selected based on the computational power s/he has spent in computation-
based protocols. In capability-based protocols, miners are chosen based on other factors
such as the amount of cryptocurrency they own, the amount of trust the system has on
the miner, and the contribution to the community. Finally, in voting-based protocols, a
miner is selected using voting mechanisms.

5 The main features of future crypto networks

The current cryptocurrency networks suffer from several key features such as scalabil-
ity, vulnerability (full decentralization), and sustainability (Figure 7). This section pro-
vides an overview of two of these challenges and existing solutions to address them.

Scalability Security and
Decentralization

Sustainability

Fig. 7. Three main properties of future cryptocurrencies

5.1  Scalability

Cryptocurrency networks face various scalability issues, including problems like com-
munication breakdowns between users, data storage, and the linear recording of trans-
action history [7]. The challenges with scalability stem from two primary factors: (1)
the expansion of Blockchain size and transaction volume, and (2) the difficulties of
consensus protocols and the maximum block size [8].

A scalable protocol is a protocol in which the waiting time for processing transac-
tions is short, even under high transaction volume [9]. The scalability problem can be
identified based on data size, transaction speed, and transaction costs. Several metrics
can be used to measure the scalability of a network. Table 4 summarizes some of them.

Table 4. Key metrics for measuring scalability [10]

Scalability Metrics Definition Bitcoin
Maximum through- The maximum rate of confirming 3.3-7 transactions/s
put transactions by the network
Latency Time to confirm a transaction ~10 min
Bootstrap time Time for a new node to download ~4 days
and process network history
Cost per Confirmed Cost consumed by the entire net- $1.4 - $29 (with

Transaction work to confirm a transaction maximum throughput)
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The upper bound on the transmission of information within a peer-to-peer network can
be represented as Lv/ N, where L represents the link capacity or the number of messages
that each node can send or process, and N is the total number of nodes in the network
[11]. Note that not all nodes are homogenous and have different capacities as some
nodes have potent servers, and some are simple end devices. Bitcoin has a peer-to-peer
topology making it among the first class of scalable topologies with Lv/ N scaling limit
[12].

The node’s transmission capacity is referred to as the allocated bandwidth which
indicates the volume of bandwidth accessible for the node to interact with the network.
A higher allocated bandwidth assists miners in swiftly sharing information, as well as
receiving and transmitting blocks more speedily [13].

The structure of the network defines the vulnerability and performance of cryptocur-
rencies. The Bitcoin structure is complicated and is intentionally hidden to preserve
users’ privacy and network security against denial of service (DoS). Estimating the
number of nodes and the full size of the network is difficult as nodes are covered behind
firewalls. Moreover, the latency among nodes is unknown. There is often a trade-off
between network scalability and the system's security goals.

The current inefficiencies in digital currency networks hinder the potential of Block-
chain as a valuable technology for businesses [14]. To tackle this challenge, companies
are trying to improve the scalability of their networks by enhancing the computational
efficiency of mining operations. While more challenging consensus algorithms enhance
the security of the Blockchain, they also restrict the technology's scalability [8]. The
primary purpose of scalability is to increase the transaction speed (faster output) and
transaction throughput (transactions per second), without scarifying decentralization or
vulnerability.

Bitcoin is slow compared with current credit card transaction systems. At this time,
while Bitcoin manages 7 transactions per second, the Visa network processes 10,000
transactions per second, and Paypal can handle 100 transactions per second. Each
block's total size is 1 million bytes, and given that the average transaction size is 250
bytes, a block can accommodate 4,000 transactions in total. Since blocks are found
every 10 minutes, then the network speed is 7 transactions per second. In another term,
a transaction is called a confirmed transaction once it has been suppressed six blocks
into the Blockchain. Since it takes 10 minutes to generate a block, it means, on average,
it takes one hour for your payment transaction to be confirmed. Another limitation is
that the choice of cryptographic algorithms and hash functions in Bitcoin is limited, so
the Bitcoin scripting language should be extended to support new cryptographic algo-
rithms.

How does Ethereum address scalability issues?

Ethereum tries to shorten the time to find a block, provide a fair distribution of rewards
among miners, and reduce the incentive for pooled mining. Table 5 compares the time
to mine a block and block size in Bitcoin and Ethereum.
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Table 5. Comparison of the crypto protocol parameters

Bitcoin Ethereum
Time to find a block ~10 min 10-20 s
Block size 1 MB Determined by execution fee, called gas

In networks with fast block time, such as Ethereum, two miners' chance to find a block
simultaneously is higher than the Bitcoin. In Bitcoin, the chance of finding a block at
the same time is low, where the time between blocks is approximately ten minutes, and
it takes relatively 12 seconds to propagate a block to 50% of the network. Faster net-
works such as Ethereum generate a large number of stale blocks. Stale blocks, or orphan
blocks, are propagated to the network and are verified by some miners as valid blocks
but finally do not make it to the longest chain and will end up in forks. Ethereum calls
those blocks uncle blocks. To promote decentralization and facilitate fair distribution
of reward in the network, Ethereum uses a protocol inspired by the GHOST (Greedy
Heaviest Observed Subtree) protocol, where miners of the uncle blocks receive a por-
tion of the block reward.

The GHOST protocol tries to improve Bitcoin’s scalability by modifying the selec-
tion rule of the chain. In Bitcoin, during a fork, the longest chain with the most proof-
of-work becomes the main chain. In GHOST, a node selects the side chain with the
most work accumulated in its sub-tree blocks [15]. Therefore, GHOST improves min-
ing power utilization in the network. Mining power utilization shows how well a pro-
tocol uses energy in the network for actual work. It's determined by the fraction of
mined blocks that stay in the main chain. In addition, GHOST improves the fairness
and security of the system (Figure 8) since a higher mining power utilization makes it
more costly for attackers to launch an attack; therefore, robustness against attacks in-

creases [16].
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Fig. 8. The comparison of the Bitcoin largest rule protocol with the GHOST protocol (redrawn
from [17])

To have updated information about the number of nodes in the network, Ethereum uses
a node discovery mechanism called Kademlia. Kademlia is designed for locating and
storing data in a peer-to-peer network. Ethereum uses it to help nodes keep an up-to-



15

date record of their connectedness and their adjacent peers, as nodes may leave or join
the network and adjacent nodes may have outdated adjacency information. The node
discovery mechanism in Ethereum is UDP-based, a fast and simple protocol; however,
the rest of the communication in the network is TCP-based. UDP (User datagram pro-
tocol) is quicker and simpler than TCP (Transmission Control Protocol), but retrans-
mission of lost data is only possible with TCP standards. After identifying peer connec-
tions and determining whether neighbor nodes are responsive using UDP, Ethereum
uses TCP to exchange encrypted and authenticated messages [16].

Scalability solutions.

Various scaling methods have been developed in computer science literature to address
scalability issues. Some researchers suggested parameter tuning, known as reparametri-
zation of block size and intervals, as a solution for managing scalability; however, it
was shown that achieving high load blockchain protocols requires a fundamental re-
thinking of technical approaches used in designing the network, and parameter tuning
is not sufficient [10]. Another solution is using “payment channel networks” which
permit users to move funds between intermediaries without needing to record every
transaction on the Blockchain [18].

The scaling methods can be categorized into four main groups (1) on-chain scaling
[19], (2) off-chain scaling or using Layer 2 scaling methods [20], (3) compression tech-
niques [21], and (4) secure decentralized randomness techniques [22].

On-chain scaling methods, also known as Layer 1 techniques, improve the through-
put of the based layer of the blockchain network by implementing strategies such as
increasing blocksize, new address formats, smaller size signatures, database partition-
ing, and signature aggregation. Off-chain scaling methods, also known as Layer 2 so-
lutions, enhance throughput without touching the main blockchain layer by creating
alternative protocols and layers on top of a blockchain; they often require additional
software and complexity compared to on-chain scaling approaches. Examples of off-
chain methods include sidechains, colored coins, and utilizing state channels.

Sharing is an example of a Layer 1 solution for addressing scalability. The transac-
tion throughput is increased by partitioning the database into several shards, horizontal
segments, each stored on a separate server, spreading the computational and storage
workload across different network users [23]. The information can still be shared
among other nodes; however, nodes do not process and store all the data. The nodes
should be randomly assigned and reassigned to random shards to assure security while
using sharding.

Table 6 provides an overview of different solutions for addressing scalability and
examples of each. It is important to note that strategies cannot be compared solely based
on the transaction throughput since different methods involve additional security and
trust assumptions, among other things [24].
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Table 6. The summary of scalability solutions in each layer of Blockchain (summarized from

[24])

Layer Definition Example of solutions Amount of
scalability that
can be gained

1 Hardware Machines used to deploy high-end hard- Upto5to 10

layer run Blockchain ware times more
throughput

2 Network Communications Solutions  impacting Up to 5

layer between nodes network propagation  times more

(e.g., what data is being throughput
sent, which transmission
method is used)
3 Layer 1, On-chain design minor changes (ad- Up to 10 to
on-chain of Blockchain (e.g., justing the block size or 20 times more
block structure, con-  the block time interval) or  throughput
sensus algorithms,  major changes (sharding)
the specific structure
of the main chain)

4 Layer 2 Moving compu- multi-sided  payment Up to
application tation off the chain channels, payment hubs, 10,000 to
complete sidechains 100,000 more

throughput.

No single solution can guarantee scalability. Multiple solutions can be employed to
ensure scalability and reduce the overall burden on the network. Given the scalability
methods mentioned above, the application of such methods is still a challenge due to
the limited capability of storage and bandwidth of each node, the lack of optimal strat-
egies for placing transactions within each shard, and the efficiency of cross-shard trans-
actions [25].

While scalable protocols may alleviate the energy-intensive nature of verification
processes, the main problem still exists since scalable algorithms often compromise
security.

Discussing the security of the crypto networks is outside of the scope of this work.
However, security and privacy are key requirements of any cryptocurrency. Given the
financial nature of cryptocurrencies, crypto networks are an obvious target for adver-
saries. Various attacks have targeted different parts of the crypto ecosystem, including
double-spending, transaction malleability, networking attacks, netsplit, and interfering
mining processes.

A rich literature exists on the security of blockchain systems. Maleh et al. [26] ana-
lyzed 65 different cybersecurity incidents and developed a taxonomy for blockchain
attacks. Based on this taxonomy, the threats and vulnerability of crypto networks can
be categorized into five main groups as listed in Figure 9 [26]: (1) clients’
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vulnerabilities, (2) consensus mechanisms vulnerabilities, (3) mining pool vulnerabili-
ties, (4) network vulnerabilities, and (5) smart contract vulnerabilities.

Digital signature and hash function vulnerabilities are examples of clients’ vulnera-
bilities. Race attacks and 51% vulnerabilities are examples of consensus mechanisms
vulnerabilities. In the Race attach, two transactions are generated simultaneously for
the same fund, to spend the same fund twice [27]. In the 51% attack, the malicious actor
or actors control over 50% of the network computational power, where they will be
able to modify the ordering of transactions or prevent confirming certain transactions
[28].

Bribery attacks and the Selfish Mining attack are instances of mining vulnerabilities.
In a Bribery attack, the adversary bribes miners to maximize their profits, e.g., by build-
ing on her fork [29]. In the Selfish attack, an adversary pool intentionally keeps discov-
ered block private and does not share it with the public chain [13]. Distributed Denial
of Service (DDoS) and Sybil attacks are considered examples of network vulnerabili-
ties. In a DDoS attack, a group of adversary computers floods a targeted server with
too much traffic to make it inaccessible to legitimate users [30]. In the Sybil attack, an
adversary creates many fake identities to control the network [31].

Finally, Solidity vulnerabilities and Ethereum Virtual Machine (EVM) Bytecode
vulnerabilities are cases of smart contract vulnerabilities. Solidity is an object-oriented
language for writing smart contracts. When using solidity for developing contracts, de-
velopers often use external calls to other functions where those external calls usually
do not have enough safety features. EVM is a platform that allows developers to build
decentralized applications on Ethereum, which has its limitations [32].

Cryptocurrency
vulnerabilities
I T ] T 1
Clinets' gggﬁ‘;gissurﬁ Mining pool Network Smart contract
vulnerabilities vulnerabilities vulnerabilities vulnerabilities

vulnerabilities

Fig. 9. Five main categories of the vulnerability of crypto networks

For example, in Bitcoin, an efficient crypto network is expected to have full pseudo-
nymity to satisfy user privacy. Pseudonymity refers to (1) anonymity and (2) unlinka-
bility. The client information should be unidentifiable (anonymous) as well as unlink-
able. While Bitcoin provides anonymity since clients use private and public keys, it
does not fully guarantee unlinkability, where the relationships between transactions can
be inferred by analyzing the transactions broadcasted to the network. Researchers have
shown that the linkability of cryptocurrency transactions is possible based on network
analysis and transaction propagation analysis [33][34]. Therefore, one big area for im-
provement of future crypto networks resides in enhancing their security.
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5.2 Sustainability

This section describes the sustainability of crypto networks from several perspectives:
(1) the carbon footprints of the energy consumed in crypto networks, (2) the e-waste
generation rate of mining hardware, and (3) sustainability practices. As can be seen, by
these dimensions sustainability focuses primarily on environmental and materials sus-
tainability—although social and economic sustainability may be more broadly related.

Power consumption, carbon footprints, and the role of miners.

The energy-intensive nature of some crypto networks is probably the most known en-
vironmental impact of the crypto networks [35-37][38]. For example, for Bitcoin, the
power consumption and the consequent carbon footprint of mining Bitcoin depend on
several factors ranging from the number of miners operating on the network, the type
of hardware they use, their geographical region, and the source of electricity they con-
sume—such renewable vs non-renewable energy sources.

Modeling energy consumption.

The energy required to verify transactions on blockchain networks depends on factors
such as the difficulty of mining, the number of participants, the type of consensus pro-
tocol—Proof-of-Work (PoW), Proof of Stake, Proof of Authority—and even strategies
set by the mining pools. As previously discussed, most consensus algorithms promoted
as energy-efficient scalable algorithms do not have the security level needed for block-
chain applications. So far, the most secure algorithm is PoW initially used in the Bitcoin
network, which is energy-intensive and is purposely made this way to make cheating
costly. The energy consumption of the mining process is measurable in terms of the
network hash rates. The hash rates represent the number of calculations performed in
seconds—or hashes per second.

Energy consumption is a function of the “difficulty” of mining. The difficulty refers
to how difficult is to find a hash—or equivalently, a nonce—below the target value
defined by the Bitcoin software (a 256-bit number). The higher the target value, the
higher the chance to find a hash lower than the target value, and therefore the lower the
mining difficulty and vice versa.

The Bitcoin network controls the rate of discovering Blocks or generating Bitcoins
by selecting the target value T. In the Bitcoin network, the target value is noted as the
difficulty level [39]:

Tmax Tmax

Difficulty = ———————
i fieulty Target Value T

The largest possible target value is (216 — 1)2298 ~ 2224 which is the original target
value used in the Bitcoin network. Therefore, the difficulty compares the target value
with its original value (difficulty=original target/target value). The network automati-
cally determines the target value to ensure that the average time to create a block re-
mains equal to 10 minutes. Therefore, as more miners join the network and start to
mine, the difficulty of finding valid blocks, or an acceptable nonce, increases [40].
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In the Bitcoin network, the hash function used is H(S) = SHA256(SHA256(S)),
which ensures an even distribution between 0 and 2256 — 1. This means that for any
nonce value, we can calculate the probability of the hash value being less than the target
value as follows [39]:

H(S) = Uniform (0,2%%¢ — 1)

T Tpae 222 1
Pr(H(S) < T) = Pr(H(Bn) < T) = e = oo =~ x =

The number of attempts needed to acquire a block follows a geometric distribution
which implies that the anticipated number of hashes required to find a block is D232, If
a system computes hashes at a rate of R, the expected duration for finding a block is
[39]:

1 D23
E = —=
® >~ R

The expected time can be used to find the energy needed to discover a block.

The rate at which Bitcoins can be discovered can be controlled by the Bitcoin Net-
work’s choice of the value of the target, T. The higher the target value, the lower the
mining difficulty (difficulty finding a hash value less than the target value (a 256-bit
number). What happens in the network is that once more miners join the network, the
rate of creating blocks increases. Therefore, the average mining time decreases. How-
ever, since the ideal average mining time is about 10 minutes, the Bitcoin software
increases mining difficulty by setting a lower target value. This reduces the block cre-
ation rate, and the average mining time will go back to the expected time, and this cycle
repeats.

The above-discussed estimation method relies on several assumptions. For example,
in practice, Bitcoin generation is faster than expected since new hash power is deter-
mined dynamically by the capabilities of the miner networks, and it can only adjust
itself every 2016 block [41]. The accurate estimation of the energy requires relaxing
those assumptions, including the number of miners, the speed of mining, how a system
calculates hashes (the choice of hardware), and the Bitcoin economics that influence
the number of miners.

The gaps in current energy estimations.

Multiple studies have assessed the energy impact of Bitcoin. Mora et al. [42] suggested
that if Bitcoin gains popularity at a similar rate as other widely adopted technologies,
its CO2 emissions could contribute to global warming exceeding 2°C. Krause and
Tolaymat [36] estimated the energy demand to produce a US dollar through cryptocur-
rency mining and contrasted it with the energy used in conventional mining of minerals
like aluminum, copper, and gold. They found that crypto mining consumes more energy
to generate an equivalent dollar amount. Stoll et al. pointed out that data regarding the
geographical locations and IP addresses of miners available through mining pools and
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websites that disclose pool compositions can aid in translating energy consumption data
into metrics for greenhouse gas emissions [43]. Depending on the geographical regions
and the main source of electricity generation in each region the CO2 footprints can be
calculated.

Although some studies aim to discuss the carbon footprint of digital ledger technol-
ogies generally, the number of studies on the energy modeling of blockchain networks
is limited. While some studies have developed quantitative methods [39][44], the pro-
vided estimates vary significantly among studies since they are based on different sets
of assumptions that do not fully capture the reality of the cryptocurrencies market with
no consideration of miner behavior. Also, existing studies have not employed the full
advantages of available empirical data. Arguments have been made that many projects
over-estimate near-term Bitcoin CO2 emissions [45]. Finally, since the number of min-
ers operating the network depends on the economy of the Bitcoin, no consideration of
the crypto-economics, user adoption, and the incentives offered by the network have
been incorporated into existing energy estimation. Given the discrepancies and varying
perspectives, public blockchain platforms require greater investigation. Private and per-
missioned platforms may require significantly less energy and generate future emis-
sions—some blockchain platforms are even selling themselves as greener alternatives.
For example, the Signum currency states that it uses less than 0.002% of Bitcoin's en-
ergy to drive its Blockchain [46].

Blockchain energy consumption does not derive its main cost from the hash rate but
from the collective mining process on its corresponding platform. It is essential to un-
derstand miners' roles in the digital economy to differentiate between rough estimation
and valuable energy reduction innovation. In particular, it is important to understand
the interaction between cryptocurrency valuation and Bitcoin adoption (by both clients
and miners).

The concept of mining pools.

Miners often share their computational recourses over a network by joining some min-
ing pools, where the award is split based on the contribution of each miner. The origin
of mining pools occurs because the difficulty of mining has increased to the point that
it could take centuries to create a block by one miner—so the solution is to integrate
the resources of miners and reward them according to their contributed mining hash
power. There are different mining pool methods to reward the miners [47], and cur-
rently, there are about 20 major mining pools; most of them—about 81% of the network
hash rate—are located in China (e.g., BTCC, Antpool, BW) [48].

While pooled mining is common in the crypto market, previous energy estimations
do not consider this pooling situation in energy estimation analysis. The key to over-
coming this limitation is developing a framework to attribute blocks to the original
miners accurately. Developing an attribution scheme for linking blocks to original min-
ers through support from publicly available datasets helps identify more accurate hash
rates used for mining each block and, consequently, a more precise estimation of the
energy required for the mining process. We should note that empirically assessing the
impact of merged mining on energy consumption modeling is just the first step. The
ultimate purpose should be to study the effect of block sharing among mining pools and
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new constructs such as multi-merged mining on resolving the energy consumption of
crypto mining.

Electronics waste generation of mining hardware.

While the energy consumption of Bitcoin has generated significant discussion on the
sustainability of cryptocurrency, other crypto network resource consumption with en-
vironmental sustainability implications beyond energy implications should be acknowl-
edged. One such resource is materials associated with short-lived hardware infrastruc-
ture used for mining processes [44][49]. Hardware options ranges a spectrum from
Central Processing Units (CPUs) and Graphics Processing Units (GPUs) to Field Pro-
grammable Gate Arrays (FPGAS), and more recently, Application-Specific Integrated
Circuits (ASICs).

In the Bitcoin network, miners use ASICs suitable for performing hashing computa-
tions. Once hardware reaches its end-of-use lifespan, they create a considerable amount
of electronic waste that requires proper collection and recovery efforts. De Vries and
Stoll estimated that the lifespan of Bitcoin mining hardware is 1.29 years which results
in up to 30.7 metric kilotons of e-waste equipment annually [44].

The use of special ASIC hardware contributes to e-waste generation and raises con-
cerns about network decentralization, where specific groups of miners with access to
mining hardware may control the network and influence its security. The development
of ASIC-resistant algorithms is suggested as a solution for enhancing safety. Moreover,
minimizing the hardware requirement should be considered a mechanism for improving
the sustainability of the technology. Speaking of sustainability, we should note that
these ASICS have made computing power greater to save energy per computation, but
exponentially greater computation requirements make the energy savings disappear.

Some cryptocurrencies and blockchain platforms have recognized the concerns with
e-waste generated by specialized equipment for consensus and mining activities. These
greener alternatives state that their actions can be done by using electronic equipment's
available computing and disk space. Whether or not this holds actual needs to be proven
over the long run if these platforms and cryptocurrencies become more popular.

Sustainability applications of cryptocurrencies.
Improving efficiency, transparency, and traceability are often highlighted as benefits of
blockchain technology, where various use cases would be possible to create more sus-
tainable systems [50]. There is considerable potential for incorporating Blockchain into
governance efficiency [51], social equity [52], industrial innovation [53], and environ-
mental protection practices [54]. Examples of such practices include real-time monitor-
ing of energy and resource consumption [55], tokenizing carbon credit assets [56], re-
warding green actions, tracking emissions [57], addressing information asymmetry to
foster resource allocations, establishing market mechanisms to manage resources
properly, and financing climate change practices [58].

Proper evaluation mechanisms are needed to measure the exact sustainability conse-
quence of any digital currency precisely. The question arises of what strategies can be
employed to green the financial systems and design a low-carbon economic and
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financial system. There is no consensus on the definition of green financing as it com-
promises various aspects. It includes financing of green investments in environmentally
viable goods and services, investments in the area of prevention, reduction, and com-
pensation of damage to the environment, and also it covers the financing of public pol-
icies that promote the implementation of damage mitigation projects or adaptation ini-
tiatives [59]. It is expected that future blockchain systems facilitate the implementation
of green finance principles due to the decentralized and transparent infrastructure they
create. It addresses the mistrust among stakeholders, including donors and recipients of
climate change finance.

Blockchain and cryptocurrencies, through these activities, can expand the contribu-
tion to sustainability not only to those that can afford it and at the top of the economic
pyramid but to all levels and locations of societies. This inclusiveness has great poten-
tial to increase equity and inclusion in financial systems [60][61] which can also be
green [62]. These lead to greater potential for social sustainability, as we now discuss.

Social Sustainability.

In this section, we highlight three main directions in which cryptocurrency infrastruc-
ture influences society: (1) supporting small businesses, (2) empowering the culture of
sustainable behavior, and (3) energizing new economic systems.

Supporting individuals and small businesses.

Strengthening individuals' innovation and small businesses is a potential advantage of
distributed digital ledgers [63] such as NFTs. NFTs, or non-fungible tokens, are special
units of data stored on blockchains that are unique and cannot be exchanged for one
another. NFTs are tokens associated mainly with digital content such as images, art,
songs, and social media posts [64]. NFTs have received attention recently since they
facilitate the implementation of a “creator economy” or “attention economy” in which
a chain of ownership can be created, and the owner of digital content can authenticate
the content, dictate the value, and transfer the ownership to the future buyer with no
intermediary.

NFTs allow content creators to connect to their customers directly and provide pric-
ing tiers that give buyers flexibility in paying their desired price. The marketplace for
NFTs is growing fast as the concept of “metaverse” is gaining momentum; however,
we should also acknowledge that keeping track of the history of the chain of owners
does not necessarily reduce market inequality. Still, projects with specific sustainability
dimensions as the basic philosophy can contribute in sustainable and inclusive ways.
For example, relating NFTs to the United Nation’s seventeen Sustainable Development
Goals to be socially responsible can be a direction for sustainable NFT development
and sale. Another aspect that can prove more socially inclusive and sustainable is to use
NFT for craft manufacturers in developing nations who use sustainable materials to
support their crafts [65].

Encouraging the culture of sustainable behavior.
Citizens' behavior in reducing environmental emissions and the drivers of sustainable
behavior have long been studied in the literature [66-68]. Moreover, technology has
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been highlighted as an enabler for promoting sustainable practices and social value cre-
ation [69,70]. For instance, the technology can help monitor consumer behavior, pro-
vide feedback to users, reward sustainable behaviors, and consequently help users ad-
just their behavior towards sustainability.

Blockchain capabilities in measuring, reporting, and verifying practices pave the
way for regulating and standardizing habitual user behaviors and tethering society to-
wards an appropriate culture of usage, consumption, and disposal compatible with sus-
tainable principles. Moreover, the technology can be implemented at a larger scale in
countries and regions where the international carbon markets and discussions under the
Paris Agreement can be regulated [71]. There are also ways of tokenizing plastics, such
as ocean plastics, to develop plastic credit within developing countries [72]. Developing
general tokenized social credit systems has also been proposed and could be a way to
increase effective and flexible philanthropic activities by organizations [73].

New economic systems

The crypto peer-to-peer system of exchange is formed around shared ownership and is
inherently self-governing, so it has the potential to create new economic structures. For
example, one challenge with the concept of the sharing economy as a socio-economic
system is that while online operators and dematerialized organizations have tried to
match supply and demand nodes and aggregate the resource of multiple users to provide
service to others, they fail to equally distribute the value among all the participants in
creating the value. A big fraction of the value often goes to the intermediaries who
operate such online platforms. Scientific research is needed to explore how the distrib-
uted nature of Blockchain makes it possible to address the current imbalanced nature
of traditional platforms. The crypto network aggregates the work of disparate groups of
miners who can coordinate themselves and run online platforms. The transaction micro
fees that users pay to the network will be paid to those who participate in operating the
platforms and lessen the inequality issue [74].

The crypto market has its political consequences too. Arguments have been contin-
ued regarding whether the crypto networks should maintain pseudonymity to preserve
users' privacy or should the users be identifiable to the government as the current im-
plementation of the Know Your Customer (KYC) requirement imposes. Satoshi’s in-
tent for creating Bitcoin is not known yet, but there is a possibility that he meant Bitcoin
to be an agorist currency [75]. Although Bitcoin has the potential to roll through black
and gray markets, its ability to create a free market should not be overlooked. Main-
taining privacy, alleviating mistrust among stakeholders, involving all people, and the
infrastructure for using unutilized assets of the crowd should be used such that it paves
the way for an open free market.

These social and environmental sustainability possibilities for cryptocurrency and
blockchain technology require research and monitoring [76]. In each situation, social
and environmental outcomes can be both negative and positive. Determining the envi-
ronments, actions, practices, and decisions to determine whether negative or positive
sustainability outcomes occur requires further research [77]. To complete this research
knowledge and experience across disciplines, locations, regulatory, and economic sys-
tems are needed. The research can be quite substantial and necessary.
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6 Conclusion

Financial systems play a critical role in guiding society toward sustainable movements.
However, the business community still needs to respond to many concerns about the
scalability, vulnerability, and sustainability of crypto networks. This chapter reviewed
the basics of developing cryptocurrency systems and elaborates on scalability and sus-
tainability as two main characteristics expected from future cryptocurrency networks.

With a particular focus on sustainability implications, this study provided insights
into energy consumption and e-waste generation among the sustainability-related con-
cerns of the crypto networks. It argued the need for opening a new paradigm shift for
the design and development of financial systems that provide economic, environmental,
and social benefits and provides opportunities for sustainable practices. Further, we
have elaborated on the social sustainability of crypto technology and the need for fur-
ther research on how technology should be employed to empower small businesses,
establish a culture of sustainable behavior, and the emergence of hew economic models
and a free market.

It should be noted that much more work has been accomplished in the computer
science community that has not been covered in this chapter. The primary purpose of
this study was to give beginners an overview of how the cryptocurrency network func-
tions, what opportunities for social benefits it offers, and what aspects of the technology
require further investigation.
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